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Directory Schema:
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® Object Classes
— person
— pkiUser
— securePkiUser

® Attributes
— userCertificate
— attributeCertificate X509
— commonName (used as the RDN)
— surname
— locationName



Directory Schema:
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® Object Classes
— pkiCA or entrustCA

— Base object class: person, organizationalPerson,
inetOrgPerson

® Attributes
— commonName or organizationalUnit (used as the RDN)
— cACertificate
— certificateRevocationList
— crossCertificatePair



Directory Schema:
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® Object Classes
— person
— pkiUser
— organizationalRole
— optional: organizationalPerson, inetOrgPerson

@ Attributes
— userCertificate
— spif (NSA SDN.702)
— commonName (used as the RDN)
— surname
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Directory Naming

C=US

0=U.S. Government

| | | | | | |
- - _ . ou=DLA ou= ou=Armed ou=Armed ou= ou= ou=
ou=FBI || ou=Coast Guard ou=Justice DLA Forces Forces Air Army Navy
Entrust CA | | Root ICA Force ‘
— > cn=DLA cn=DLA |
Level4 CA Level3 CA l___
Baltimore CAs cn=DLA
| CA cn=Air Force CA cn=Army CA cn=Navy CA
ou=DISA Spyrus CAs
| |
cn=DISA Root =DISA ICA cn=DISA CA ou=DFAS
il SETECS CAs
Motorola CAs | | | | |
Acronyms cn=DFAS TCA cn=DFAS PCA cn=DFAS HCA || ou=DFAS CA1

DoD = Department of Defense

DLA = Defense Logistics Agency
DFAS = Defense Finance & Accounting
ICA = Intermediate CA
TCA =Top CA

PCA = Principle CA
HCA = Hierarchical CA

UCA = User CA




